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Abstract: The popularity of Tor has made it an attractive target for a variety of deanonymization and fingerprinting attacks. Location-based path selection algorithms have been proposed as a countermeasure to
defend against such attacks. However, adversaries can
exploit the location-awareness of these algorithms by
strategically placing relays in locations that increase
their chances of being selected as a client’s guard. Being
chosen as a guard facilitates website fingerprinting and
traffic correlation attacks over extended time periods.
In this work, we rigorously define and analyze the guard
placement attack. We present novel guard placement
attacks and show that three state-of-the-art path selection algorithms—Counter-RAPTOR, DeNASA, and
LASTor—are vulnerable to these attacks, overcoming
defenses considered by all three systems. For instance,
in one attack, we show that an adversary contributing
only 0.216% of Tor’s total bandwidth can attain an average selection probability of 18.22%, 84× higher than
what it would be under Tor currently. Our findings indicate that existing location-based path selection algorithms allow guards to achieve disproportionately high
selection probabilities relative to the cost required to run
the guard. Finally, we propose and evaluate a generic
defense mechanism that provably defends any path selection algorithm against guard placement attacks. We
run our defense mechanism on each of the three path selection algorithms, and find that our mechanism significantly enhances the security of these algorithms against
guard placement attacks with only minimal impact to
the goals or performance of the original algorithms.
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1 Introduction
Anonymous communication systems aim to protect the
privacy of Internet users from untrusted entities. These
systems hide the identities of users and prevent third
parties from linking communication partners on the Internet. Today, Tor [10] is the most widely used anonymous communication system, serving millions of businesses, law-enforcement agencies, journalists, whistleblowers, and ordinary citizens from around the world.
As of August 2018, the Tor network is comprised of over
6,000 volunteer-run relays and carries terabytes of traffic
every day [47]. Each Tor client uses a public consensus
to choose which relays to send its traffic through. The
client uses onion routing [17] to send traffic, in which a
sequence of relays is selected, a circuit is built through
that sequence, and then encrypted data is forwarded
along the circuit. This process protects user anonymity
by preventing clients from being linked to their destinations on the Internet.
As a popular anonymity system, Tor is an attractive target for adversaries wishing to deanonymize users.
Researchers have found that Tor is vulnerable to adversaries with visibility into Internet traffic [15, 21, 26, 27].
Passive attackers can use packet sizes and packet timings to correlate traffic on different segments of the Tor
circuit. This ability can be used to associate traffic originating from the client with traffic flowing to the destination and thereby deanonymize the user [10, 13, 28, 29].
Website fingerprinting attacks can allow adversaries to
recognize the encrypted traffic patterns of a client as
those of specific websites [12, 33, 35, 38, 53]. Active attackers can manipulate the underlying Internet topology
to place themselves along the path of Tor traffic [41]. To
mitigate these threats, a number of systems have been
developed that modify Tor’s path selection algorithm
to take into account the Internet locations of the relays, such as Counter-RAPTOR [40], DeNASA [5], and
Astoria [30]. Other such path selection algorithms take
into account the geographic location of relays, such as
LASTor [1], which is designed to improve Tor’s latency.
However, the location-awareness of these algorithms
presents a new attack vector, in which malicious relays can be strategically placed in locations that make

